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Abstract: One of the key issues of information security is software vulnerabilities in
computer systems. Malicious attackers can exploit security vulnerabilities to gain privileges,
access unauthorized system resources, and even change sensitive data. The main purpose of
this paper is the vulnerability model of distributed systems based on reliability theory. This
paper directly analyzes the machine instruction, formulates the corresponding standard
model, and studies the corresponding model control method. This paper presents an
analytical method that uses reliability theory to introduce the Fuzzing random test method.
The method uses static analysis techniques to gather information about the structure of the
system, its interfaces, and useful code regions, and then develops test problems for
executing the useful code regions—for which this paper uses genetic algorithms to
understand. It guides the generation of test data and overcomes the shortcomings of random
fuzzing methods in terms of large and unpredictable test data sets. The method also
analyzes files that can be executed directly without the source code of the program.
Experiments show that the vulnerability model system constructed in this paper is more
realistic. The parallel login response time of the system in this paper is about 0.12s, and the
parallel use response time is about 0.2s.

1. Introduction

A distributed system is a network-based software and hardware system. A group of independent
devices work together in the network to present a unified whole to users. The normal operation of
the distribution system depends on the normal operation of each key switch in the network.
Therefore, the stability and reliability of the network equipment provide a guarantee for the normal
operation of the distribution system. If these key nodes fail in a certain area, if it cannot be found
and repaired at the first time, it will bring irreparable losses to network communication [1-2].

In the research on the vulnerability model of distributed systems based on reliability theory,
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many scholars have studied it and achieved good results, for example : Lujano-Rojas J has proposed
many software debugging techniques for monitoring and modeling to measure and Predict the
reliability of software systems [3]. Gautam P used the opportunity graph to describe the attacker's
opportunistic advancement process, represented the different paths to the attacker's goal as the
attacker's different attack strategies, and used a dynamic algorithm to calculate the average attack
cost of behavioral attacks. It is not difficult to see that this method It is "attack-centric”, and the
method of calculating the average attack cost is obtained empirically, without scientific basis, so the
quantitative results cannot well demonstrate the security of the system [4].

This paper directly analyzes the machine instruction, formulates the corresponding standard
model, and studies the corresponding model control method. This paper presents an analytical
method that uses reliability theory to introduce the Fuzzing random test method. The approach uses
static analysis techniques to gather information about the structure of the system, its interfaces, and
useful code regions, and then develops test problems for executing the useful code regions—for
which this paper uses genetic algorithms to understand. It guides the generation of test data and
overcomes the shortcomings of random fuzzing methods in terms of large and unpredictable test
data sets. The method also analyzes files that can be executed directly without the source code of
the program.

2. Distributed System Vulnerability Model Based on Reliability Theory
2.1. Software Vulnerability Analysis Method

(1) Manual analysis

Human analysis is a method used by many security researchers today. For open source software,
human analysts generally use source code reading tools such as source code anonymization to speed
up source code retrieval and search. Modified strcpy in the system call library to further control the
use of loops [5-6].

(2) Software Vulnerability Static Analysis Technology

This type of equipment has two important index parameters: Object, indicating that the weakness
detected by static analysis is a real weakness, if it is not a weakness, it will produce a false ideal.
Find the real weakness as much as possible. If static analysis does not find a real vulnerability, a
false negative will be displayed[13-14]. In addition, the efficiency and scalability of such tools are
also two important indicators, so they can be better applied to the inspection of large software
applications or operating system kernels. The static analysis method can quickly complete the
inspection of the source code, the inspector does not need to know the implementation method of
the system, nor does it need to check the operation and operation status, which is very beneficial to
the automatic inspection of the source code [7-8].

2.2. Vulnerability Comprehensive Analysis Model

The process of vulnerability analysis method is as follows: First, it is necessary to determine the
security points that a secure IMS network must have and identify system components, and then
analyze system vulnerabilities to analyze that assets can be subject to some threat behaviors,
damage, and cause adverse consequences. The specific analysis steps are as follows[9-10]:

Step 1: Determine the security objectives that the IMS network should have.

Step 2: Identify all the components that make up the IMS network.

Step 3: Analyze IMS network vulnerabilities. Step 4: Classify threat behaviors to identify
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specific threat behaviors.

Step 5: Identify each network element and reference point in the IMS network.

Step 6: Identify unexpected results. Identify unintended consequences based on damage to
network assets after threat actors exploit system vulnerabilities.

Step 7: Identify IMS network vulnerabilities. Based on the analysis of the previous steps, modify
the characteristics of risk assets, vulnerabilities, threats, consequences, conditions, etc., to complete
the vulnerability description [11-12].

2.3. Features of Vulnerability State Diagram

Compared with strengths and conflict diagrams, the use of vulnerability state diagrams to
describe the vulnerability of distributed systems has the following advantages:

(1) Using system locations as nodes is more prevalent than attack-centric attack-and-dominant
architectures, because the vulnerability of the system is not only due to attacks, but also users that
may be caused by system failures. Operation and hardware damage[13-14].

(2) Compared with the collision image, it can save more position space.

A Vulnerability State Diagram (VSG) describes the many possible ways a system can reach an
unsafe state. In this paper, the property that the system will not reach an unsafe state is denoted as
AG (-safe). When the property is false, there is a safe state that can be reached from the initial state,
the exact definition of safe depends on the specific application. The state diagram is shown in

Figure 1 [15-16].
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Figure 1. Vulnerability state diagram of an instance
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Using the vulnerability analysis method based on reliability theory and according to the above
vulnerability state diagram, the reliability function of the database system can be calculated
as[17-18]:
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3. Research and Design Experiment of Distributed System Vulnerability Model Based on
Reliability Theory

3.1. System Test

Unlike integration testing, system testing has more application scenarios, and not all of them are
presented in the form of test cases.

This article only lists some representative system tests as follows.

(1) Basic feature service verification.

a) Included in the upgraded environment, to verify that each service is running properly.

b) The data created on the old version can be read and written normally on the new version.

c) Life test, test on the old version for a period of time, and continue to test on the new version
for a period of time.

(2) Upgrade the framework test.

a) Validation of the upgrade process.

b) Upgrade verification with/without data nodes.

¢) Upgrade verification with load.

d) Upgrade path test.

(3) Data migration framework test.

a) Use specific tools to verify that the results of the data migration are complete and accurate.

b) Data migration path test.

c) Active testing, data migration testing with/without data nodes.

d) Negative testing, extreme cases occur during testing, points where data migration is in
progress, service stops, power outages, etc.

e) Passive testing, at the point where data is not being migrated, service stops, power outages,
etc.

f) Negative testing, the entire cluster service stops, or directly crashes, etc.
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(4) Performance test

a) Test of upgrade and data migration under empty data volume.

b) Test of upgrade and data migration under normal data volume.

c) Test of upgrade and data migration under large data volume.

Similar to the integration test, there are some tests in the system test that are very representative
and enlightening. The following will take the test cases in the path test of data migration and the test
cases in the upgrade and data migration under large data volume as examples., introduces the
system test cases of this system[17-18].

3.2. Experimental Design

This paper mainly conducts two experimental tests for the system in this paper. The first is for
the vulnerability model system in this paper, and for the research on the fault content of different
modules, to analyze whether the model system in this paper is in line with reality. The second is to
analyze the performance of the system in this paper, mainly through multiple parallel login and
multiple parallel use to judge.

4. Experimental Analysis of Distributed System Vulnerability Model Research Based on
Reliability Theory

4.1. Comparison of Fault Content

This paper compares the content of module faults for distributed systems, using the model in this
paper and the traditional fault model respectively, and divides them into reused modules and new
development modules for different modules, of which ala2 is a reused module, a3a4 is a new
development module, the specific fault content is as follows shown in Table 1.

Table 1. Failure difficulty comparison of different modules

Al A2 A3 Ad

This article model 61.50 11.45 198.97 92.81

Conventional model 18.91 18.91 170.15 170.15
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Figure 2. Fault content in both models

It can be seen from Figure 2 that the fault contents in different traditional modules are
completely consistent, which is obviously not in line with the actual situation. Compared with this,
the fault conditions of different modules in this model are different, so different response situations
can be determined, which is more in line with reality.

4.2. Performance Test

Due to the large number of modules in the distributed system, the performance requirements of
the system are relatively high. Therefore, this paper conducts concurrent operation and concurrent
login tests for the vulnerability model system designed in this paper, and records the response time of
the system. The data is shown in Table 2.

Table 2. System parallel login and use response time

50 100 200 400 800

Parallel 0.12 0.14 0.12 0.13 0.12
login

Parallel use 0.21 0.19 0.19 0.22 0.20
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Figure 3. System performance test

As can be seen from Figure 3, the response time of the system in this paper is relatively stable. In
the case of multiple people using it in parallel, the response time curve does not change much. The
average parallel login time is about 0.12s, and the average time for parallel use About 0.2s, the
response speed is fast, and the system performance is stable.

5. Conclusion

Through the research and study of related activities at home and abroad in recent years, this
paper finds that there is no comprehensive model and evaluation method for distributed systems. In
this paper, the vulnerability model of distribution system is proposed for the first time, and a
vulnerability model is established for various factors that affect the security of distribution system.
The state of the system indicates that the state space cannot be reduced, which is not in the interest
of the person attacking the graph or method. It is more representative and general, while providing a
good representation of the health of many different combinations of states in a distributed system.
The model analysis method is used to show the complete process of exploiting system
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vulnerabilities in the form of vulnerability state diagrams when the system crashes or fails.
Distributed systems offer theoretical opportunities to improve system security. The analysis of
network problems further verifies the vulnerability model and related statistical methods proposed
in this paper.
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